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NEARLY EVERY ORGANIZATION in the world has seen its 
long-term plans upended by the global COVID-19 pandemic’s disrup-
tion of business as usual. The articles in this special report provide ideas 
that leaders can put to work as they rethink their strategies for a reimag-
ined future.

How do you begin to make plans when the business environment  
is changing more quickly than ever? In our lead article, David J. Teece,  
Paul G. Raspin, and David R. Cox tell us how resilient companies go  
beyond traditional forecasting and risk-assessment exercises when for-
mulating strategy. They actively sense threats and opportunities early 
on, organize in response, capture value by revising business models and 
restructuring relationships, and renew their organizational capabilities.

Doing that requires attention to sensemaking, a critical leadership  
capability that Deborah Ancona, Michele Williams, and Gisela Gerlach 
have found is often overlooked in mental models of leadership but is 
crucial to your own ability — and your team’s — to understand the 
world and identify important trends. In the midst of disruption and un-
certainty, they argue, it’s important to formalize and extend this practice 
throughout the organization.

Managers might also consider broadening the scope of what is con-
sidered in strategic planning. Manuel Hepfer and Thomas C. Powell 
argue that cybersecurity should be considered as a strategic issue rather 
than an operational one, and that doing so can improve organizational 
resilience and uncover new opportunities. 

Leaders ready to completely rethink their strategic visions might 
start by taking their teams through the kind of thought experiment de-
scribed by Ian C. Woodward, V. “Paddy” Padmanabhan, Sameer Hasija, 
and Ram Charan. The authors provide guidance for running a work-
shop that asks leaders to craft a plan for destroying their business — and 
find new strategies among the ashes.

 — Elizabeth Heichler 
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 T
o remain competitive over time, a company must be able to move quickly in 

response to major changes in society, technology, competition, regulation, 

labor markets, and myriad other areas. Yet the possibility of such changes cre-

ates deep uncertainty, making it challenging to identify the most profitable 

path forward. Although organizations can never be fully prepared for an un-

anticipated shock, the most resilient ones learn to expect the unexpected, 

rebound quickly when it occurs, and take advantage of unforeseen opportuni-

ties that emerge. 

To help with those efforts, we have developed a framework that goes beyond 

traditional forecasting and risk-assessment exercises. It consists of four sets of 

activities: First, develop a comprehensive set of processes to actively sense new insights (whether internal or 

external) that could affect the business, and hence identify threats or opportunities as early as possible. 

Second, organize in response to those threats or opportunities; this is likely to involve reallocating resources, 

     Plotting  
 Strategy 
          in a  
Dynamic  
      World

Companies can no longer rely on traditional forecasting exercises to spot —  
and capitalize on — emerging threats and opportunities.
BY DAVID J. TEECE, PAUL G. RASPIN, AND DAVID R. COX
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revamping processes, filling capability gaps, and 

aligning the company’s structure and governance. 

Third, capture value by revising business models 

and restructuring relationships with other players 

in various ecosystems. And fourth, renew the orga-

nizational capabilities needed to create and capture 

value by continuing to monitor and assess results 

and making small adjustments over time — while 

also preparing for the major disruptions that re-

quire a more comprehensive overhaul. 

This approach is based on the principle of  

dynamic capabilities, which holds that companies 

need to continually adapt their resources to re-

spond to rapidly changing and unpredictable 

environments. Dynamic-capabilities-based models 

are the subject of a large and growing body of  

strategic management literature.1 Our framework 

synthesizes key lessons from this literature and pro-

vides a way forward for managers to revitalize their 

company’s processes, structures, and business 

models — and to compete effectively — in a highly 

dynamic business environment. 

The Shifting Innovation Economy
A few decades ago, companies could build a strong 

business model and apply it more or less un-

changed for years. In that era, resilience was based 

on stability and competitive barriers to entry. 

Consider that, in the early 1970s, nearly 80% of the 

most profitable publicly traded companies re-

mained in the top quartile of performance for at 

least six years out of the previous 10. Today, that is 

no longer true, as relentless innovation and disrup-

tion threaten established business models, leading 

to far greater churn among top performers in virtu-

ally all industries.2 Resilience now depends on 

rapid and effective adaptation to change. 

Nokia is a good example of how change and  

unexpected competition can upend even highly 

successful businesses. Founded in Finland in 1865 

as a paper mill, the company later diversified and 

eventually became one of Europe’s leading elec-

tronics companies in the 1970s. It introduced its 

first mobile phone in 1987, and by the end of the 

1990s it had become the largest cellphone manu-

facturer in the world. But the company was 

overtaken by new competition from Apple’s iPhone 

and Google’s Android mobile operating system. By 

2016, Nokia was out of the phone business alto-

gether — an extremely rapid reversal for a market 

leader. Today, it is a much smaller company selling 

telecom infrastructure equipment. 

Contrast that with Netflix, which anticipated a 

large shift in technology and was thus able to adjust 

its strategy to capitalize on it. In the early 2000s, 

Netflix founder and CEO Reed Hastings commit-

ted resources at the exclusively DVD-by-mail 

company to build a streaming service — well  

before home internet services had sufficient  

bandwidth to support it. Netflix first offered 

streaming in 2007 as a free bonus to DVD renters 

and then, in 2011, separated the DVD and stream-

ing offerings. Mail-order subscribers left in droves, 

yet it was the right realignment in response to 

changes in how people consumed media. And it led 

to tremendous success for Netflix — its streaming 

business grew from 10 million subscribers in 2010 

to over 160 million in 2020.

A Framework for  
Strategic Resilience 
Making such prescient moves requires a structured 

way of looking out over the horizon and anticipat-

ing what’s coming. Drawing on the rich vein of 

dynamic-capabilities thinking, we propose the fol-

lowing model. 

1. SENSE. Management teams can’t respond to a 

problem if they haven’t figured out that it exists — 

nor can they capitalize on new opportunities they 

have yet to recognize. Although most organizations 

have some sensing activities in place, they often 

lack a systematic approach to gathering and shar-

ing critical information. To successfully anticipate 

change, organizations must be designed for, and 

become accustomed to, gathering and sharing in-

formation from a wide range of sources, such as 

current and former customers, strategic partners, 

internal R&D staff, customer-facing employees, 

suppliers, local and regional stakeholders, univer-

sity labs, boards of directors and advisers, trade 

media, and current and anticipated competitors. 

Big data and machine learning techniques can be 

used to tease out insights from combinations of the 

internal and external data streams.

One of the biggest challenges is getting infor-

mation to the right places in the organization. 
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Therefore, organizational design must foster the 

free flow of information from gathering points  

to wherever it may be relevant — for example, by 

ensuring that visible processes and incentive sys-

tems encourage collaboration and interaction.3 

And when the future is particularly hard to read, 

leaders must distill insights by creating a range of 

scenarios and then developing, testing, and retest-

ing hypotheses.4 

These principles of sensing can be seen in action 

at Progressive, one of the largest auto insurers in 

the U.S. Progressive offers customers a mobile app 

called Snapshot that allows the company to capture 

billions of miles of driving data so it can provide 

finely segmented, usage-based rates. It combines 

that information with data from the marketing, 

claims, and policy service departments in a reposi-

tory that can be accessed by analysts and managers 

throughout the organization via a dashboard.5 

Progressive also created the Business Innovation 

Garage, a secure space where any employee can 

rapidly prototype and test new offerings. 

2. ORGANIZE. Leaders also need to build flexi-

ble structures and processes that enable the 

organization to innovate and embrace change. A 

key aspect of organizing is filling capability gaps 

that arise when a company enters a new market or 

revamps its business model.

In the mid-1990s, Samsung committed to build-

ing a capability in industrial design — an effort that 

took several years and included opening a multidis-

ciplinary in-house design institute along with 

design bureaus in Europe, the U.S., and Japan.6 To 

maintain flexibility as products are developed, 

Samsung often has multiple design and engineering 

teams working on similar products and eventually 

launches the ones that are best suited to current 

market conditions. Samsung’s intentionally devel-

oped design capability and its skill at reallocating 

resources where needed were critical to the 

company’s expansion into smartphones from its 

traditional base in home appliances and consumer 

electronics. Despite a slow start in the smartphone 

sector (Samsung’s first Android-based devices de-

buted in mid-2010, three years after Apple launched 

the iPhone), the company quickly grew to dominate 

the worldwide smartphone market.

The best approach to organizing will vary de-

pending on a company’s circumstances, but several 

principles are widely applicable. For example, com-

panies can often become more responsive and 

innovative by flattening management hierarchies 

and decentralizing decision-making authority. 

However, when they decentralize, they need to find 

ways to keep people moving toward shared goals to 

prevent chaos.7 A company’s culture — including its 

mission, values, and management style — can pro-

vide that sense of direction. But that culture should 

be entrepreneurial rather than bureaucratic — for 

example, ensuring that small, early failures lead to 

learning rather than blaming.8 As we’ve seen time 

and again, the most innovative organizations also 

are open to thoughtful criticism that forces the hold-

ers of the consensus view to sharpen (or, in some 

cases, abandon) their thinking.9 

3. CAPTURE. Capturing value requires leaders  

to execute strategic priorities by orchestrating their 

company’s tangible and intangible assets — such as 

capital, strategic partnerships, and intellectual prop-

erty — as well as making changes to business models 

as required. Amazon, for example, developed pro-

prietary technology infrastructure to enable its 

unprecedented scale advantage over competing on-

line retailers. It subsequently leveraged that very IT 

architecture in order to create a highly profitable 

cloud computing business, an operation that now 

funds many of its other strategic initiatives.

Maximizing value capture also entails deter-

mining which activities can safely be outsourced 

and which ones must be retained in-house because 

Organizational design must foster the free flow of information 
from gathering points to wherever it may be relevant — for 
example, by ensuring that visible processes and incentive  
systems encourage collaboration and interaction.
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they are critical to a company’s product road map 

or value delivery system (or both).10 Finally, operat-

ing discipline is an important contributor to 

capturing and retaining value in the enterprise. 

Management must define clear priorities and ob-

jectives, along with metrics to gauge progress. 

4. RENEW. Sensing activities will inevitably call 

the wider status quo into question and will some-

times even require that companies overhaul their 

entire identity.11 Yet for each of the successful re-

newals mentioned above, many other companies 

have failed to see themselves and their situations 

with fresh eyes, including Kodak, Blockbuster, and 

Yahoo, to name just a few. Top management must 

not be afraid to revise or ditch an assumption in 

light of new evidence, as difficult as that can be.  

As Ron Heifetz of Harvard’s Kennedy School of 

Government pointed out, “Mustering the courage 

to interrogate reality is a central function of a 

leader.”12

Renewal is best seen as a continuous endeavor. 

Between major transitions, there is often value in 

“tuning up” the company’s culture, organization, 

and routines. That includes considering changes to 

incentive systems, reporting structures, decision-

making, and business processes.

Moreover, as these changes are made, they gen-

erate new data. Leaders must use that information 

to gauge the accuracy of any assumptions that went 

into their strategic planning and adjust accord-

ingly.13 In that sense, this fourth component of the 

framework includes continually assessing results 

and revising the first three components.

Fluid Timing
The four sets of activities and capabilities defined 

above — sensing, organizing, capturing, and  

renewing — are not meant to be implemented  

sequentially. Rather, they are tightly interlinked;  

as information continuously flows back and forth, 

the underlying behaviors and processes should 

change accordingly. More than any individual  

activity, managing the connections across all four 

areas enables an organization to become more  

resilient. For example, feedback from activities  

that capture value, such as an unexpectedly poor 

monthly sales report, could trigger a greater focus 

on sensing activities — thereby leading the sales or 

engineering staffs to restructure their interactions 

with external partners and customers in order to 

seek feedback, test the validity of existing assump-

tions, and revise operating plans.

Another key point is that these processes don’t 

run on a specified timetable. At many organiza-

tions, strategic planning processes take place on a 

strict schedule, most commonly in conjunction 

with annual budgeting. This is a recipe for rigidity 

rather than resilience. In any company with ma-

ture dynamic capabilities, sensing activities, for 

example, continually generate new insights, which 

must be processed quickly by leaders at the divi-

sional or corporate level. As new conjectures are 

tested and accepted or rejected, subsequent sets of 

activities to sense, organize, capture value, and/or 

renew should begin as soon as the evidence sug-

gests they’re needed — not when the budget cycle 

creates an opening.

Applying the Model in a  
Turbulent Industry 
One industry facing significant uncertainty is auto-

mobile manufacturing. Carmakers are dealing with 

technology changes such as electrification and  

autonomy, new forms of competition from ride 

sharing, and regulatory changes. Given those vari-

ables, the dynamic-capabilities model could be used 

by an incumbent auto manufacturer faced with the 

emergence of autonomous vehicle (AV) technolo-

gies. Large-scale investments are already being made 

by numerous competitors as well as new market 

Renewal is best seen as a continuous endeavor. Between 
major transitions, there is often value in “tuning up” —  
considering changes to incentive systems, reporting  
structures, decision-making, and business processes.
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entrants (including device makers and software de-

velopers), despite the lack of a clear path to profit. 

Several developing technologies hold large potential 

yet also present great uncertainty, often due to ques-

tions about whether regulators can keep pace with 

new developments and how long it may take for con-

sumers to feel comfortable with driverless vehicles. 

The dynamic and highly uncertain nature of AV 

ecosystems demands structured sensing activities 

to monitor changes in the landscape. Market strat-

egists from most organizations review relevant 

news sources, attend conferences, and engage out-

side experts. But a central question, of course, is 

how well those companies will systematically man-

age and leverage that collective knowledge pool. If 

self-driving technology becomes standardized and 

universal, for example, car manufacturers may no 

longer compete on handling characteristics but 

rather on interior amenities such as infotainment 

packages or other custom features. Disparate 

sources of information about new technologies, 

emerging business models, and tactics pursued by 

new and existing rivals must be assessed, cali-

brated, and integrated — and then distributed to 

the appropriate places where leaders can use that 

information to inform business model decisions 

and resource allocations.

Based on those myriad inputs, incumbent origi-

nal equipment manufacturers (OEMs) must assess 

their capabilities and organize themselves to ensure 

that new ventures have adequate resources and 

sponsorship to get a fair trial. In addition, new activi-

ties must be protected from attempts by established 

divisions to fatally undermine them, and manage-

ment must structure incentive systems to retain key 

talent. It is essential to align both new and existing 

businesses within the company’s strategy, structure, 

governance models, and critical processes. 

Perhaps the biggest issue facing automobile 

manufacturers is the need to formulate new 

potential business models to capture value — for 

example, considering whether to continue operat-

ing primarily as an OEM or expand into mobility as 

a service, short-term leasing, fleet management, or 

other services. Another critical decision centers on 

the timing of market entry. A company’s strategy, 

assets, and capabilities may position it to be a mar-

ket pioneer, or they might suggest a less risky “fast 

follower” approach. While AV technologies and 

ecosystems are still too embryonic for anything 

more than limited trials, working hypotheses about 

their rollout and about key bottleneck assets enable 

a company to decide which capabilities are needed 

in order to test its forecasts about the future. Part of 

this involves determining which capabilities should 

be owned, contracted for, or leveraged through  

alliances — a distribution that may change as the 

business ecosystem evolves. 

Finally, renewing existing structures and pro-

cesses is particularly important in the context of 

early-stage technologies like self-driving vehicles. 

Leaders must continually update future scenarios, 

consider the implications for corporate identity 

and mission, determine how best to fill missing-

but-needed skill sets, and take proactive steps to 

shape new ecosystems as they emerge. If an OEM 

concludes that AVs are critically important to the 

future of its industry, top management must  

frequently question their company’s state of read-

iness — as well as continuously monitor the 

alignment of their underlying assumptions with 

signals generated from activities such as market 

trials and prototypes.

In short, since the future is a moving target, 

leadership teams in this industry must anticipate 

multiple scenarios and develop the means to test 

them on a limited scale — with a keen eye toward 

organizational capabilities and skills gaps. 

Participants must regularly update their estimated 

timelines for key technologies to be refined and 

Disparate sources of information about new technologies, 
emerging business models, and tactics pursued by new and 
existing rivals must be assessed, calibrated, and integrated —  
and then distributed to where leaders can use it.
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introduced on a broad scale in order to provide re-

liable inputs into strategy formulation activities —  

since being too early to market is often just as costly 

as being too late. If, for example, too many urban 

markets balk at implementing the infrastructure 

required for AVs to function safely, the current 

driver-based car culture could persist for decades  

to come.

THE REQUISITE ELEMENTS for an organization to 

establish strategic resilience are not mysterious, 

magical, or limited to Silicon Valley startups. 

Resilience requires a long-term, dogged commit-

ment by the executive team to cultivate an innovative 

organizational culture and a mature set of dynamic 

organizational capabilities. By remaining relentlessly 

curious, anticipating disruption, and preparing the 

organization to adapt quickly, management teams 

can develop strategies more effectively despite  

significant uncertainty — positioning their com-

panies to better compete regardless of what the 

future holds. 

David J. Teece is the Thomas W. Tusher Professor in 
Global Business at the Haas School of Business at 
the University of California, Berkeley. Paul G. Raspin 
is a managing director at Stratevolve and a visiting 
fellow and senior lecturer at the Cranfield School of 
Management at Cranfield University. David R. Cox is 
a managing director at Berkeley Research Group. 
Comment on this article at https://sloanreview.mit 
.edu/x/62105.
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      The Overlooked  
Key to Leading  
         Through Chaos

Managers who focus on  
developing sensemaking  
capabilities can make better  
decisions in a complex and  
unpredictable world.
BY DEBORAH ANCONA,  
MICHELE WILLIAMS,  
AND GISELA GERLACH 

A
sk executives to list traits of great 

leaders and they will probably name 

vision, honesty, or the ability to ex-

ecute change. Rarely mentioned is 

one critical capability that leaders 

need most in turbulent times: sensemaking, the  

ability to create and update maps of a complex envi-

ronment in order to act more effectively in it.  

Sensemaking involves pulling together disparate 

views to create a plausible understanding of the 

complexity around us and then testing that under-

standing to refine it or, if necessary, abandon it and 

start over.1 Sensemaking has been recognized as vital 

to the success and survival of organizations since 

Karl Weick introduced the term in 1979.2 It is con-

sidered essential for innovation and crucial to the 

development of nimble teams and organizations.3

Leaders need to know what’s happening around 

them in order to drive organizations forward. Today 

this task is harder than ever, given the ever-increasing 

rate of change in technology, business models, and 

consumer tastes — and it is now further complicated 

by the global pandemic and its related economic and 

IMAGE COURTESY OF GARY WATERS/THEISPOT.COM



SPECIAL COLLECTION • “REBOOT YOUR STRATEGY”• MIT SLOAN MANAGEMENT REVIEW   8

SLOANREVIEW.MIT.EDU FALL 2020   MIT SLOAN MANAGEMENT REVIEW   35

political aftershocks. For example, sellers of food, 

cars, and other consumer goods that were able to 

quickly understand that the shift in consumer de-

mand was not just a response to disrupted supply 

chains but also a diminished desire for variety were 

able to cut back on their offerings and experience 

greater efficiencies in production.4

Our research shows that sensemaking is, in fact, a 

predictor of leadership success. And yet few leaders 

model or implement sensemaking in their organiza-

tions. We also found that most executives don’t even 

rate sensemaking as a key attribute of a great leader. 

(See “The Research.”) Of the 1,395 characteristics or 

behaviors that executives associated with great lead-

ership, less than 4% related to sensemaking, even 

though other attributes mentioned — such as being 

visionary or building credibility — require sense-

making in order to be executed well. 

Overall, the data shows that sensemaking is key to 

effective leadership and yet doesn’t figure into execu-

tives’ mental models of great leaders. This is a problem. 

The pace of change in our world is increasing exponen-

tially, but sensemaking — a necessary tool to navigate 

these turbulent waters — is unseen, undervalued, and 

underdeveloped. Not only do leaders fail to properly 

use sensemaking themselves, but it’s a capability that 

is often ignored when hiring, evaluating, developing, 

and promoting leaders. As a result, leaders and orga-

nizations aren’t nearly as effective as they could be. 

We view our findings as a call to action. We must 

shift gears from assuming that we understand the 

world to being curious and experimenting, and 

from believing that sensemaking is required of only 

senior leaders to cultivating it at all levels of the  

organization. Rather than immediately jumping to 

solutions, we must start with collecting data and 

scrutinizing it for trends and patterns that point to 

better solutions; rather than ignoring warning 

signs of failure, we should learn from others what 

those warning signs might be. This is not the time 

to do less sensemaking — it is the time to super-

charge your organization’s ability to do more. 

Here are some ways to elevate and institutional-

ize sensemaking in your organization. 

Instill a Sensemaking Mentality
Our research shows that even leaders who engage 

in sensemaking don’t think of it as a key leadership 

activity. But to be more effective, organizations 

need to plant the practice in the minds of leaders 

and employees. A focus on teaching, role-modeling, 

and shaping culture to include sensemaking will 

encourage its use.

Teach sensemaking. Leaders of  Takeda 

Pharmaceutical’s R&D operations saw the need for 

a major strategic shift to focus on fewer clinical 

areas, be more creative in meeting patient needs, 

and move toward external innovation — trans-

forming the organization to focus on collaborations 

that bring in innovation from outside. The shift re-

quired changing how the company operated, and 

even how it viewed the science of drug develop-

ment. This transition could not happen solely 

within the boundaries of Takeda. It would require 

Takeda to learn from other companies and to part-

ner to bring new technologies on board, identify 

new product ideas and drug combinations, and 

conceive of new ways to develop and test drugs.

As part of the transition, Takeda hired MIT to 

create a leadership program in which sensemaking 

was a key part of the curriculum. Following a class-

room exercise to familiarize everyone with the 

techniques, teams ventured into the field to practice 

their new sensemaking skills. Part of the goal was to 

get them to embrace sensemaking as a normal way 

of thinking and behaving. In order to not waste peo-

ple’s time, the teams worked on real strategic issues. 

One team, for example, found ways to improve pa-

tient connectivity by developing a patient portal. 

They met with patients and technologists, among 

others, to learn the best ways to communicate with 

patients. Another team looked at ways to digitize 

processes by talking to executives who had led suc-

cessful digital transformations in other industries. 

This learning-by-doing approach crossed hierar-

chical, functional, and global boundaries and gave 

participants the confidence to boldly present ideas to 

the senior leadership of Takeda R&D. Team mem-

bers could easily back up their proposed innovations 

with extensive data, examples, and the results of ex-

periments they had run. In the end, almost all of 

their ideas moved forward with buy-in from both 

participants and the senior leadership team. 

Program participants returned to Takeda in-

spired to make sensemaking a part of their daily 

routines and to share it with others. Many spread 

The authors conducted  
two studies, in  
2015 and 2017. 

The first study surveyed 
182 executives to  

learn what qualities  
they associated with  

great leadership. 

The second study  
surveyed 649 executives, 

their managers, and  
subordinates. The analyses

tested the impact of the 
leadership capabilities on 
leadership effectiveness  
as rated by subordinates 

and bosses.

THE

RESEARCH
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the word by sharing these practices with their own 

groups. The manager of a new internal startup who 

was a graduate of the program kicked off the ini-

tiative with a team sensemaking exercise. This 

involved examining the priorities of key stakehold-

ers, talking to other startups, and coming up to 

speed on the challenges ahead. Eventually, the head 

of R&D, Andy Plump, decided that all new global 

project teams needed similar training. 

In short, staff members need to learn what  

sensemaking is, try it out by applying it to specific 

strategic initiatives, and then spread the practice 

further in the company.  

Role-model sensemaking. It’s not enough to 

teach sensemaking; it must be showcased. Leaders 

need to put sensemaking activities on their calendars 

and constantly practice sensemaking in a very public 

way. The point is to role-model sensemaking so that 

it inspires others to make it a daily practice. One 

leader we worked with modeled her curiosity and 

enthusiasm for learning by constantly mentioning 

conversations she’d had in the field, such as a chat on 

a plane with a poet or insights gathered at industry 

conferences. Another CEO, who runs a global tech-

nology and manufacturing company, kicks off 

senior global leadership meetings with a dinner. 

During the cocktail hour, he asks top team leaders to 

share news from their businesses or regions and  

describe recent challenges, surprises, and trends they 

have spotted. By the time dinner starts, the team  

has a shared sense of issues the whole company is 

facing and can then engage in a more informed  

and thoughtful strategy formulation session. This 

peer-briefing practice has spread throughout the 

organization.  

Leaders should model vulnerability as well. 

Sensemaking never leads to a flawless picture of what 

is — or will be — happening. The world is uncertain 

and constantly changing, and our understanding will 

always have limits. Eventually, you have to act and 

learn from experience (or small experiments). 

Sensemaking is not about achieving omniscience; it’s 

about learning. In turn, modeling sensemaking needs 

to involve modeling imperfection and vulnerability.  

Indeed, as leaders engage with a rapidly changing 

world, many operate with this kind of thinking: We 

aren’t sure what works, but we must change. So we 

will try things we think will work in order to learn 

and try to meet the challenges of the moment. 

Foster a sensemaking culture. Sometimes lead-

ers are sold on sensemaking and even start to teach 

it and model it, but there’s a problem: They’re oper-

ating in a culture that isn’t ready or that outright 

rejects it. The culture may reward a focus on action 

and quick problem-solving rather than on listening 

and digging for more data, identifying problems, 

asking lots of questions, and reflecting on what has 

been learned in the past. 

Staff members need to be encouraged to take 

time to understand situations before acting. Leaders 

in companies transitioning to sensemaking should 

be sure not to blame people (at all levels) for wasting 

time by asking questions or for digging deeper into 

data. Rather, leaders need to build a culture where 

people don’t feel silly asking, “Did you do your  

sensemaking?” and “What did you learn?”

To cultivate an environment that is open to new 

ideas and worldviews, encourage employees and 

leaders to engage with people with different world-

views; this challenges us to think nimbly. Some 

organizations randomly put people together for 

conversations, or they set up educational trips to 

foreign countries or to radically different types of 

organizations to help people keep an open mind. 

Getting people to change their behavior is hard, 

and that’s why cultural changes must be reinforced 

at the highest levels. When Satya Nadella became 

CEO of Microsoft, he signaled right away that 

Sensemaking never leads to a flawless picture of what is  
happening. The world is uncertain and constantly changing, 
and our understanding will always have limits. Sensemaking  
is not about achieving omniscience; it’s about learning. 
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sensemaking was going to be part of the culture 

and that he expected staff members to behave dif-

ferently. At his first executive retreat, Nadella had 

vans waiting to take team members to customer 

sites.5 The message he conveyed was that it’s im-

portant to take time to truly understand customer 

needs. In addition, he included CEOs from  

recently acquired companies, who wouldn’t ordi-

narily be at the senior leadership team meeting. 

These people had much to teach; after all, 

Microsoft had acquired its companies because 

they were at the forefront of new technologies and 

approaches. Microsoft executives came away from 

that retreat with a deeper and more up-to-date  

understanding — or map — of customers and 

technologies. And Nadella signaled that they must 

continually update their maps.  

Creating a culture of sensemaking requires a new 

language, as well as new stories and conversations 

that celebrate employees who venture out, collect 

data, and map the new reality that exists. Successful 

examples of  sensemaking should be shared. 

Following the Takeda R&D training, stories of new 

ideas for patient connectivity and for bringing 

drugs to Africa were told again and again — with 

recognition for the teams that tried new software 

tools and made new connections in order to move 

the organization in new directions. 

Sensemaking isn’t a perfect science. It’s about 

making sense of an evolving reality. That’s why or-

ganizations require a supportive culture, or what 

Harvard Business School professor Amy Edmonson 

calls psychological safety.6 People must feel com-

fortable sharing opinions and ideas without fear of 

being ridiculed or reprimanded for wasting time. If 

they feel empowered and safe, they will say what 

they mean, think more creatively and dynamically 

about the future they see emerging, and learn to 

work with a new set of partners. 

Bake Sensemaking Into  
Organizational Structures
Once people start to use sensemaking, it must be  

embedded into the organizational structures and pro-

cesses for it to be effective. This includes not only 

making it a part of new product development but also 

organizational change projects, strategic planning, 

and crisis management. Additionally, it involves 

FIVE REASONS SENSEMAKING GOES UNSEEN 
Leaders who are effective at enabling change during tumultuous times are  
usually good at sensemaking. And yet our research shows that this leadership 
capability — which boils down to making sense of complex, rapidly changing  
situations — is greatly discounted by executives and organizations. Why is that? 
We’ve identified a number of possible explanations.  

1Sensemaking doesn’t rank in most people’s mental model of leader-
ship. Leaders may engage in sensemaking — and most highly effective 
leaders do — but they don’t point to it when asked what they did to lead 

a change. It’s as if their sensemaking is invisible even to themselves. As a  
result, they don’t think about sensemaking skills when hiring, developing,  
and promoting others. They forget that it’s necessary in order for teams and  
organizations to succeed.  

2The link between sensemaking and leadership effectiveness is  
indirect. Sensemaking helps leaders understand what’s happening 
around them, which in turn helps them to envision the future, forge  

connections, build credibility, and execute change — that is, to be an effective 
leader. Because the impact of sensemaking is not straightforward and linear,  
it’s often overlooked when people think about what makes a great leader. 

3Leaders tend to prioritize taking action to solve problems. They  
are less inclined to first go through the messier and more painstaking  
process of deciding next steps by developing hypotheses, gathering in-

formation, looking for patterns, and making intuitive leaps. The most common 
refrain we hear from executives is, “But we have to act quickly. We don’t have 
time.” In short, leaders value action over sensemaking, resulting in the latter 
being seen as unworthy of valuable time.  

4Some leaders don’t fully understand what sensemaking entails. 
Many  others have an overinflated idea of how much sensemaking they 
actually do. When leaders are asked in our executive classes whether 

they engage in sensemaking, the answer is invariably “yes.” They go on to say 
they perform competitive analysis or listen to customers, or they say that mar-
keting tells them what they need to know. But this suggests only a superficial 
understanding of sensemaking, which also involves examining assumptions, 
understanding the needs and perspectives of all stakeholders, consolidating 
that learning, and testing it.

5Leaders may view sensemaking as essential in the C-suite but less 
important in other areas of an organization. As a result, many fail to  
incorporate sensemaking into the larger organization. As organizations  

increasingly involve more junior-level staff members in driving innovation and 
contributing to the strategic planning process, this thinking will need to change. 

bringing sensemaking into the company’s leadership 

development models and human resources practices.   

Make sensemaking an integral part of the 

work process. Set the expectation that all initiatives 

should follow these steps: learning everything 

about the problem or challenge at hand, mapping 

that new knowledge to form an understanding, and 

then testing that understanding with experimenta-

tion. Here’s how that unfolds.
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1.  Learn. Your team should identify all relevant 

stakeholders, experts, analysts, people who previ-

ously did the work, and anyone with a unique 

perspective on the issue, from inside and outside 

the company. They must then systematically  

acquire relevant information in the most appro-

priate way, such as by conducting interviews, 

observing how others have done similar things in 

their organizations, fielding surveys, and so on. 

The key is to go beyond your own team to seek 

out new ideas, perspectives, and practices to help 

better understand the dilemma at hand.  

This process is followed by many creative com-

panies. When IDEO in Palo Alto, California, de- 

signed a new soda vending machine, the design 

team canvassed a wide array of stakeholders —  

people who buy sodas, load the machines, collect 

the cash, and rent space for the machines — to learn 

what worked with existing designs, what didn’t, and 

how to improve them. Or consider Pixar: The 

maker of Finding Nemo literally asked employees to 

take a deep dive into the reality they were trying to 

re-create by sending them to scuba-diving lessons 

to see tropical fish in their natural habitats.

2.  Map what you learn. After collecting data, make 

a map of the system, problem, or challenge at 

hand that captures the key patterns, themes, and 

lessons learned. A map might be a report, an image, 

or a story that consolidates the major findings 

from data collection, including which assump-

tions were correct and incorrect.

After surveying vending machine users and 

suppliers, IDEO’s team made design mock-ups 

of a new machine to be sure they had truly cap-

tured the needs of all stakeholders.

3.  Run experiments to test what you think you 

know. Try out potential solutions to test assump-

tions and learn what works and what doesn’t. 

Collect data on what the experiments show. Use 

the results to update the map, and move on from 

sensemaking to creating a new vision or product, 

spreading the innovation through the organiza-

tion, or going through the sequence all over again 

if needed. The key here is that sensemaking is a 

springboard to action, not an end in itself.  

A team at Boehringer Ingelheim Pharmaceuticals, 

a U.S. subsidiary of Boehringer Ingelheim Interna-

tional, followed all of these sensemaking steps while 

trying to create “biotech within.” To open up their 

minds to what was possible in drug development, the 

team spoke with people at other leading pharma and 

biotech companies, pharma consultants, and leaders 

of similar efforts in other companies and other 

groups within their own company. One team mem-

ber said he had “learned more about alternative drug 

development in three months than in the prior 10 

years” through the sensemaking process. Members 

then mapped what they learned. But that was only 

the beginning: They are now experimenting with 

new approaches based on an updated understanding 

of the world. Experiments include taking on more 

aggressive schedules and budget targets and new 

modes of drug development. 

Embed sensemaking into leadership capability 

models. Sensemaking should appear in leadership 

capability models for all types of leaders at all levels, 

whether it’s an entrepreneurial leader, a coaching 

leader, or the architect of a new strategic initiative. 

Once sensemaking is part of the organization’s model 

of leadership effectiveness, programs for talent devel-

opment at every level of the organization can follow. 

Organizations should then create new leadership de-

velopment assessments, training, and projects that 

emphasize sensemaking capabilities.

By bringing sensemaking explicitly into leader-

ship capability models, the term itself will become 

Creating a culture of sensemaking requires a new language,  
as well as new stories and conversations that celebrate  
employees who venture out, collect data, and map the  
new reality. Share successful examples of sensemaking.
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part of the organizational vernacular. It will be rec-

ognized as an important factor in organizational 

communication and coaching conversations. In ef-

fect, this act puts sensemaking into the leadership 

effectiveness equation, taking away its status as a 

hidden ingredient of leadership success. 

Incorporate sensemaking into human re-

sources practices. Once sensemaking is part of an 

organization’s leadership capability model, it must 

become a criterion in hiring and rewarding em-

ployees. Hiring for sensemaking ability means 

looking for individuals with a wide network and 

an ability to reach out to many stakeholders, listen, 

see patterns in complexity, and think across polari-

ties such as efficiency versus effectiveness, or safety 

versus economy. Hiring people who are open to 

new ideas and able to rapidly test their assump-

tions is critical.  

Employees should be rewarded for maintaining 

and growing their sensemaking skills. Rewards can 

take the form of praise or recognition. A leader  

at Takeda created “dragon” awards for the best  

innovations in oncology. People became very  

competitive in their drive to win one of the coveted 

dragons. A core part of getting a dragon was clearly 

demonstrating that sensemaking enabled the in-

novative idea or product to emerge. Companies 

that are the most serious about the practice will in-

clude sensemaking ability as a required attribute 

for promotion.  

As we experience exponential growth in avail-

able information, a quickening pace of technological 

change, greater interdependence, and increasing 

complexity, sensemaking is more important than 

ever. It is needed to map the changed landscape, 

make sense of our current reality, and continually 

redraw those maps and refresh that understanding 

as circumstances change. To make the best decisions 

and execute them most effectively, organizations 

need to recognize sensemaking as a critical capabil-

ity and step up efforts to practice it by teaching, 

modeling, and embedding it at all levels. We know 

sensemaking works, even if we often seem blind to 

its value.
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Hiring for sensemaking ability means looking for individuals 
with a wide network and an ability to reach out to many  
stakeholders, listen, see patterns in complexity, and think 
across polarities such as safety versus economy.
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          Make 
Cybersecurity 
       a Strategic Asset

By elevating cybersecurity from an operational necessity to a source of opportunity,  
leaders can boost resilience and business advantage.

BY MANUEL HEPFER AND THOMAS C. POWELL

 O
n June 27, 2017, employees in more than 80 global companies booted 

up their computers only to find a black screen with the message, “Oops, 

your important files are encrypted,” along with a demand for a bitcoin 

payment to decrypt the files. Within a few hours, managers began to  

realize the extent of the attack: Malware had infected the companies’ 

central servers, paralyzing every aspect of global operations, including 

interoffice communications, access to documents, access to customer 

data, and all operational and manufacturing systems. The NotPetya 

virus, which had begun its spread via the software-update function of a 

widely used Ukrainian tax preparation program, eventually caused 

global economic damage exceeding $10 billion in industries such as transportation, energy, pharmaceuti-

cals, food production, consumer goods, and professional services.1

Despite such examples of devastating cyberat-

tacks on major organizations, many of the world’s 

largest companies remain unprepared.2 Although 

executives acknowledge cybersecurity as an impor-

tant part of IT planning, they misunderstand the 

strategic character of cyberattacks, both as a severe 

threat to earnings and operations, and as an oppor-

tunity. Yes, an opportunity.

We studied three global companies, competing in 

logistics, consumer goods, and professional services, 

that suffered from the 2017 NotPetya attack.3 (See 

“The Research,” p. 15.) We found that executives who 

have successfully managed through cyberattacks now 

recognize cybersecurity as a top-level strategic prior-

ity; they told us that their biggest mistake in the 

period before the NotPetya attack was to treat cyber-

security as an operational issue. Having experienced 

an attack, executives at the consumer products com-

pany recognized that cyberattacks can’t be prevented 

but must be prepared for, while the board realized 

that an attack’s impact is not limited to IT but rather 

affects the viability of the whole business.

What these executives came to understand is that 

organizational resilience to cyberattacks requires a 
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fundamental change of mindset: Executives must 

view cybersecurity as strategic rather than opera-

tional, and as an opportunity rather than an expense. 

What do we mean by “opportunity”? A mature 

cybersecurity strategy provides a basis for securing 

critical assets and business processes, enhancing or-

ganizational learning, and noticing and capturing 

new strategic opportunities. It can reveal new 

strengths and fundamental weaknesses in leadership 

teams and organizational capabilities. Among the 

companies we researched, some found that it paved 

the way to a fully digital business model or helped 

them create a new value proposition around security 

for customers. Our research offers new ways of 

thinking about cybersecurity and provides a simple 

framework for assessing organizational resilience.

Why Executives Treat Cybersecurity 
as Operational, Not Strategic
It is easy to understand why executives fail to recog-

nize cybersecurity as a strategic priority, even as many 

have embarked on digital transformation strategies.

Cybersecurity is delegated to IT. Maintaining se-

cure systems has traditionally been the responsibility 

IMAGE COURTESY OF GARY WATERS/THEISPOT.COM
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of IT — and, in many cases, IT itself is not seen as a 

provider of strategic advantage but rather as an in-

ternal service provider primarily accountable for 

keeping systems running. Even as the cyberthreat to 

business has magnified dramatically, and as technol-

ogy has in many cases been recognized as more 

strategic to the business, cybersecurity has remained 

delegated to IT operations, where the technical  

expertise necessary to assess and respond to cyber-

threats resides.

Companies misunderstand the strategic nature 

of cybersecurity risk. Many executives fail to elevate 

the risk of cyberattack to a strategic consideration 

because they mischaracterize the threat as a random, 

unpredictable event — when, in fact, no organiza-

tion is immune, and cyberattacks are “predictable 

surprises” that exploit weaknesses in organizational 

strategies and capabilities. Some companies are 

more attractive targets than others, but in reality,  

cybercriminals directly attack organizations of all 

kinds, and many other businesses suffer collateral 

damage in the course of attacks on other companies. 

Companies keep attacks under wraps. One CEO 

in our study reported having some processes and 

measures in place, but once his company was victim-

ized, it quickly realized how ill-prepared it was and 

how little it actually knew about the real risks of being 

hit by an attack. Such naivete may be exacerbated by 

the tendency among organizations that have suffered 

an attack to release as little public information about 

the event as possible — which may serve to downplay 

the true extent of the risk. Keeping cyberattacks con-

fidential also means that best practices for responding 

to them are not shared and executives cannot learn 

from cyberattacks on other companies.

Executives assign strategic priorities based on 

their own areas of expertise. We also found that ex-

ecutives have failed to include cybersecurity among 

their strategic priorities because their strategic plans 

and major investment decisions have focused on 

areas in which they had previous experience or 

technical expertise, such as engineering, finance, and 

marketing. Cyberattacks are nonroutine and hard to 

plan for, and many executives have not experienced  

a serious cyberattack. The cognitive tendency is  

to carry on with the same strategic priorities, 

interpreting the absence of a cyberattack as evidence 

that the company is on the right track. After the 

NotPetya cyberattack, executives understood the 

importance of defining strategic issues according to 

their potential impacts on company performance. 

Flipping the Narrative  
on Cybersecurity
Senior executives who guided their companies 

through cyberattacks experienced a fundamental 

change of mindset, transforming their perceptions 

of cybersecurity from operational to strategic, from 

reactive to proactive, and from threat-driven to  

opportunity-driven. In practice, this meant taking 

cyberthreats seriously at the highest levels of  

decision-making. The CEO of a logistics company 

told us, “Prior to the attack, I had never envisioned 

that a cyberattack could go global in an instant, 

which was really a huge surprise. We were doing 

something about cyber, so it looks like we are doing 

something [right], but it was much more of a tick-

the-box exercise instead of really understanding it.”

Before the NotPetya attack, executives made the 

mistake of viewing cybersecurity investments as a 

lose-lose situation. They felt that if their company 

was attacked, they would lose reputation and profit; 

if their company was not attacked, investments in 

cybersecurity would be wasted. As a result, the 

companies had underinvested in cybersecurity. 

Following the cyberattack, executives appreciated 

the strategic value of investments in cybersecurity, 

not only for mitigating risk or minimizing damage 

but for strengthening the core strategic capabilities 

of the company. For example, a professional services 

executive told us that the cyberattack “was an exis-

tential threat to our business, and one of the things it 

shows is where you have strong leadership and weak 

leadership.” As crises tend to do, the attack explicitly 

highlighted those pockets of weakness; had the com-

pany taken a strategic approach to preparation, it 

would have known which leaders needed better 

training to handle the response. 

In the logistics business, where competitiveness 

depends on speed in bringing new solutions to mar-

ket, cybersecurity investments transformed the 

company’s competitive position by driving it to 

standardize digital solutions across its operations. 

Executives learned from the NotPetya attack that the 

company was not a purely physical business but a 

data-intensive digital business. The new technology 

We studied three global 
companies — in logistics, 

consumer goods, and  
professional services — 
that suffered from the 

2017 ransomware attack 
known as NotPetya.  
We interviewed their 

CEOs, CFOs, CIOs, and 
other senior executives 
and reviewed internal  

documents, presentations, 
and audio and video files 
related to events before, 

during, and after the  
cyberattack. 

We interviewed other  
industry participants  

and cross-checked our  
findings with executives  
in companies that had  
experienced different  

cyberattacks and  
with experts in  

cybersecurity consulting, 
cyber-insurance,  

forensic services, and  
information security. 

Based on our interviews 
and data, we prepared 

comparative case studies 
of cyberattack preparation, 
response, and resilience 

and developed the  
concepts described  

in this paper.

THE

RESEARCH
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infrastructure allowed the company to implement a 

fully digital business model; it rolled out a new trans-

port management solution in just nine months from 

start to finish. According to a company executive, 

“Our biggest competitor did the same and it is taking 

them seven years, and the main reason for this is our 

standardization today.”

How Cybersecurity Strategy  
Reveals Opportunity
Our research shows that executives can leverage  

cybersecurity strategy to enhance organizational 

learning and create new opportunities. Companies 

that suffer cyberattacks find that an attack exposes 

weaknesses not only in cybersecurity but in many 

other aspects of the business, such as leadership de-

velopment, external communications, and process 

innovation. Accordingly, the process of developing 

a comprehensive cybersecurity strategy, as outlined 

later in this article, can similarly uncover weak-

nesses and opportunities.

Before the attack, executives at the logistics 

company thought that its most critical process was 

moving cargo, but subsequently they realized that the 

most critical process was bookings — and thus they 

reconfigured their strategic priorities. In implementing 

a new, robust cybersecurity strategy in the wake of 

the attack, the company identified its seven most 

critical business processes. Diagramming the inter-

connectedness of these critical processes helped 

executives discover how the NotPetya virus had spread 

so quickly through the enterprise and why it took so 

long to recover servers and applications. In essence, the 

company changed from protecting its IT infrastruc-

ture to protecting its most critical business processes.

By disabling core business processes, the 

NotPetya attack exposed organizational weaknesses 

that were previously unnoticed or ignored. In some 

cases, the crisis prompted improvisational solutions 

that might have taken years to discover. For example, 

a logistics executive told us, “During the attack, the 

hierarchy of the organization completely broke 

down. There was no hierarchy at all. We assembled 

hierarchy and structure dynamically as we needed 

to. What might normally take two years to change, 

we were changing within 18 hours. We selected peo-

ple based on skill, knowledge, and their ability to 

lead certain aspects. Suddenly we had four directors 

reporting to someone from the very bottom of the 

organizational chart. In one example, we promoted 

someone four times after the cyberattack.”

Gaining a more strategic understanding of  

cybersecurity creates the opportunity for closer in-

tegration and understanding between business and 

IT. “The cyberattack made us understand that IT is 

cutting across the whole business,” one executive in 

consumer goods told us. It revealed to people in 

areas as varied as supply chain and HR how IT un-

derpins even the most basic business activities, 

such as printing a label for a box or tracking hours 

worked and paying wages, he said.

Capturing Strategic Opportunities 
From Cybersecurity
From our research, we have developed a model for 

evaluating and improving organizational resilience to 

cyberattacks and for leveraging cybersecurity strategy 

to achieve new forms of advantage. The model (see 

“Four Elements of Organizational Resilience to 

Cyberattack”) shows that organizational resilience  

requires four strategic capabilities: protecting the 

business, broadening awareness, managing conse-

quences, and responding and recovering. Each of the 

four elements raises questions that executives can use 

to lead discussions on the company’s approach to  

cybersecurity strategy. Although some of these dis-

cussions are concerned with events after a cyberattack, 

all of the discussions should happen now, as part of 

strategic planning — before a cyberattack. 

FOUR ELEMENTS OF ORGANIZATIONAL  
RESILIENCE TO CYBERATTACK

Inside the Company

Before 
Cyberattack

After 
Cyberattack

Outside the Company

EVENT  
HORIZON

PROTECTING 
THE BUSINESS

BROADENING 
AWARENESS

RESPONDING 
AND RECOVERING

MANAGING 
CONSEQUENCES

FOCUS OF STRATEGIC ATTENTION
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Protecting the business, especially the IT infra-

structure, has traditionally accounted for the lion’s 

share of cybersecurity spending. While it remains 

important to maintain and harden defenses, com-

panies in our study acknowledged that attacks are 

nonetheless inevitable. The war between cyber-

criminals and cybersecurity experts is an arms race 

of sorts, with both attack vectors and defenses  

continually evolving, rendering perfect defense im-

possible. The companies we studied advised that 

first-level protection should not entirely consume 

cybersecurity budgets or efforts. One CEO told us, 

“What we realized is that the protection we had was 

a hard shell. But once you penetrate that hard shell, 

we were completely soft inside.” A more strategic 

approach to protection is layered and encompasses 

a deeper understanding of key business processes 

and how they might be designed to minimize an 

organization’s vulnerability to attacks. 

Your strategic planning for protecting against 

an attack should consider these questions:

• What are our key business processes? 

• How vulnerable are they to cyberattacks? 

• What are we doing to protect ourselves? 

•  How can we design our business processes to 

minimize our vulnerability to attack? 

•  What internal capabilities do we have for  

protecting against cyberattacks? 

•  Where are the strategic opportunities for  

improving cyber-protection?

Broadening awareness requires senior manage-

ment to take responsibility for looking outside the 

company to understand current threats and to de-

velop a more comprehensive strategy for acquiring 

intelligence. These actions include establishing  

better connections into the network of threat intel-

ligence, such as communicating with cybersecurity 

researchers at anti-malware vendors and building 

relationships with peers at organizations with the 

strongest capabilities in this area. In our inter-

views, a board chair recommended retaining and 

consulting with an expert cyber-response adviser 

before there’s a crisis, and a CEO advised having 

an outside organization regularly perform secu-

rity audits. 

To develop a fuller awareness of the threat land-

scape, ask these questions:

• How significant is the threat of cyberattack?

• Where is it most likely to come from?

• What form might it take?

• How are cyberattacks evolving?

•  What capabilities do we have for detecting  

external threats?

•  Where are the strategic opportunities for  

improving cyber-awareness?

Managing the consequences of an attack, like 

broadening awareness, demands that leaders look 

outward to plan for the potential effects of a cyber-

attack on customers, suppliers, financial markets, 

and the company’s reputation. The companies in 

our study suggest being open with information, as 

well as open to help — essentially, doing what many 

companies hesitate to do. The decision to commu-

nicate openly with customers, shareholders, and 

the general public proved especially valuable, ac-

cording to a CEO in our study. It generated not only 

positive customer feedback but also numerous  

offers of help from customers, suppliers, and even 

competitors. For example, a professional services 

business built new relationships with competitors 

that offered their computing facilities and office 

space in the wake of an attack. And communicating 

proactively with your biggest customers reassures 

them about your cybersecurity practices while pro-

viding a potential source of competitive advantage: 

A logistics executive told us that after the company 

had been accredited to a security standard, it had 

won two significant pieces of business.

Develop a strategy to manage the external conse-

quences of a cyberattack by considering the following:

•  How would our key stakeholders respond if we 

were attacked? 

• How would our customers be affected? 

• How would financial markets respond? 

•  What can we do now to anticipate or shape these 

responses? 

•  What capabilities do we have for anticipating how 

stakeholders might respond? 

•  What are the strategic opportunities for manag-

ing the consequences of a cyberattack?

Responding and recovering requires understanding 

the organization’s capabilities to take appropriate 

action in case of a cyberattack and identifying 
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potential weaknesses in processes, leadership skills, 

and backup plans. Executives in our study advised 

that response should focus first on recovery and spoke 

to the importance of having top leadership support 

for technology teams throughout the recovery ef-

fort. It is also essential to consider the composition 

and leadership of response teams: The head of opera-

tions for one company said that in the aftermath  

of a cyberattack, it continuously broke down and  

reassembled teams and changed team leaders based 

on who emerged as the strongest people for those 

roles. Plans for a cyberattack response should always 

include spotting opportunities — as the saying goes, 

“When the barn burns down, you can build a better 

barn.” In the aftermath of a cyberattack, managers 

must proactively seek new ways to position IT as a 

value generator rather than a cost center and leverage 

events to strengthen the company’s strategic position.

These questions should guide your plan for a  

robust response and recovery in case of attack: 

•  What capabilities do we have for responding to a 

cyberattack? What weaknesses would hinder our 

responsiveness? 

•  What can we do now to improve our responsive-

ness to an attack?

•  What is our plan for business continuity in case  

of a cyberattack?

•  How do we build an organizational structure that 

is dynamic enough to respond to different types 

of attacks? 

•  Who should be part of our crisis management team? 

•  What new strategic opportunities might be  

created if we improved our capabilities for 

cyber-responsiveness?

PROACTIVELY ADDRESSING EACH of these four 

elements of organizational resilience to cyberat-

tacks, and considering each set of questions above 

in the planning process, allows executives to identify 

strategic opportunities that arise in all phases of the 

cybersecurity context and develop critical capabili-

ties before a cyberattack happens. A crucial finding 

in our study is that resilience to cyberattacks re-

quires advanced capabilities in all four elements of 

the model.

The companies in our study that suffered the 

greatest long-term damage from the NotPetya  

cyberattack — competitively, economically, and  

reputationally — were those that neglected one or 

more elements of the model. By far, the most  

common error was to focus on protection while  

neglecting the other elements. Every company had 

made prior investments to protect against cyberat-

tacks and (to a lesser extent) to plan cyber-responses. 

These investments were largely wasted, however,  

because leaders considered the threats as having con-

sequences only within their IT departments rather 

than potentially paralyzing the entire business. After 

a cyberattack, all of the companies expanded their  

cybersecurity strategies by significantly increasing  

investments in broadening awareness and managing 

the consequences of a cyberattack.

Our research shows that companies can improve 

resilience to cyberattacks by interrogating each of 

the four elements of organizational resilience as part 

of the company’s strategic planning process. The  

evidence shows that asking these questions now,  

before a cyberattack, allows companies to work  

proactively toward capturing new opportunities  

afforded by the context of cybersecurity strategy. By 

adopting a strategic mindset toward cybersecurity, 

executives can leverage cybersecurity strategy to en-

hance organizational resilience and to build new 

capabilities for strategic advantage.

Manuel Hepfer is a doctoral student at Saïd Business 
School at the University of Oxford. Thomas C. Powell 
is a professor of strategy at Saïd Business School. 
Comment on this article at https://sloanreview.mit 
.edu/x/62120.
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T
he coronavirus pandemic has 

reminded business leaders of 

some unsettling truths: that all 

assumptions and practices 

must be continually reexam-

ined and that existential threats can come at 

any time, from any direction. This crisis will 

eventually pass. But its ramifications will ripple 

through the economy for years, and inevitably 

it will be followed by another global crisis —  

or an unforeseen revolution in the market-

place. How can companies strategize once 

they have recognized the limitations of long-

term planning in an unpredictable world? By  

mercilessly examining their own weaknesses 

and vulnerabilities, and by gaming out their 

own destruction before someone — or some-

thing — does it for them. 

In this article, we will walk you through an 

intensive, multipart exercise in that kind of 

creative destruction that we have field-tested 

with more than 1,500 leaders from around the 

world as part of  executive education at 

INSEAD. Ordinarily, the process includes 

participants from multiple companies and 

plays out over several days as CEOs search for 

the surest way to demolish their respective 

companies from a competitor’s perspective. 

Here, we streamline the exercise for a single 

institution and a flexible time frame. Ideally, 

Disrupt
Your Own

Business First
Planning the future for your company begins with knowing how to destroy it. 

BY IAN C. WOODWARD, V. “PADDY” PADMANABHAN, SAMEER HASIJA, AND RAM CHARAN 

IMAGE COURTESY OF HARRY CAMPBELL/THEISPOT.COM



SPECIAL COLLECTION • “REBOOT YOUR STRATEGY”• MIT SLOAN MANAGEMENT REVIEW   20

FALL 2020   MIT SLOAN MANAGEMENT REVIEW   47

there should be four teams, each with as many as six 

members, working independently and sharing 

their insights later in a debriefing session. We call 

this undertaking the Phoenix Encounter Method be-

cause our true subject here is not the ashes of 

destruction but the revitalized company that will 

rise out of them. 

A Journey in Three Stages
This process unfolds in three stages.  

STAGE 1: Groundwork. Prevailing mindsets and val-

ues are questioned. Major global trends are examined. 

Group members work toward a Phoenix Attitude, 

which embraces upheaval as a catalyst for change. 

STAGE 2: Battlefield. The facilitator delivers a short 

list of scenarios that could disrupt the company. The 

threats might be new technology, demographic 

shifts, social trends, or all of the above. Group mem-

bers craft the most devastating attack and use it to 

shine a light on their business’s weaknesses. 

STAGE 3: Breakthrough. New strategic priorities 

are put in place. New business models are adopted. 

The Phoenix rises. 

In each of these stages, the team will grapple with 

difficult and potentially divisive issues. (See “Guiding 

an Effective Phoenix Encounter Group,” p. 21.) To 

provoke a real change in perspective, it’s essential 

that a facilitator oversee this process and that each 

team — in our parlance, the Phoenix Encounter 

Group, or PEG — bring a diversity of experiences 

and opinions to the table. Team members should be 

drawn from vastly different areas or business units 

within the company, and perhaps even different 

management levels. The presence of outsiders, like 

stakeholders or customers, can also energize the pro-

cess and enhance key relationships.

STAGE 1: Groundwork
1. Define your company’s status quo. Before the 
first meeting, PEG members should each prepare a 
frank assessment of the organization as it currently 

stands — the good, the bad, and the ugly. What is 
the company’s vision? What are its strategic priori-

ties? How does it create value for stakeholders, be

SLOANREVIEW.MIT.EDU

they customers, employees, partners, or investors? 

How does it capture value for itself? What, to bor-

row the prompts of a standard SWOT analysis, are 

the company’s strengths, weaknesses, opportuni-

ties, and threats — and how are they reflected in the 

way things are done? This material will be useful 

not just in the initial stages of the process but later 

as well, when it will help you assess whether the 

PEG has been as rigorous as necessary.   

Why must each participant produce a report if 

they all work for the same company? An organiza-

tion can look vastly different from disparate vantage 

points, and what’s needed here is a frank, multidi-

mensional portrait. In a Phoenix Encounter session 

we ran with a large financial services provider, the 

multiplicity of perspectives yielded some hard 

truths: “too inward-looking,” “very confusing pri-

orities,” “our past strengths are being overplayed.” 

Senior leaders tend to believe they’re too busy to 

prepare the report themselves and often try to out-

source it, but it is crucial that they do their own 

legwork and take ownership of their analysis. These 

reports will be shared with the group when every-

one gathers at the end of stage 1. 

2. Interrogate your own mindset. Participants

should also complete a more introspective assess-

ment that will remain private. What are their own 

attitudes toward disruption? How willing are they 

to call out outmoded practices and identify prob-

lems on the horizon? What are the characteristics 

of the leaders they admire most, and how do those 

shape their own management styles, for good or ill?  

3. Identify threats and tools. There’s just one re-

maining piece of prep work: Team members must 

scan the landscape for new trends that could either 

disrupt the company or, ideally, be used to defend 

it. They could include sweeping societal changes, 

like regulation, generational shifts, and activism, as 

well as specific technologies that are evolving 

quickly, like cloud, AI, internet of things, 3D print-

ing, blockchain, and social media.

The leaders most open to utter disruption will 

survey not just their own industry but beyond it as 

well. Android and iOS smartphones didn’t just dis-

rupt Nokia and Motorola — they affected different 

sectors altogether, like the manufacturers of GPS 

devices and pocket cameras. They made Uber pos-

sible, which in turn disrupted taxi companies and 

The authors drew  
from their previous  

academic research and 
consulting work and  

iteratively developed the 
Phoenix Encounter Method 

through field trials with 
more than 1,500 leaders 

from various organizations, 
industries, and geographies.

THE

RESEARCH



SPECIAL COLLECTION • “REBOOT YOUR STRATEGY”• MIT SLOAN MANAGEMENT REVIEW   21

48   MIT SLOAN MANAGEMENT REVIEW   FALL 2020 SLOANREVIEW.MIT.EDU

R E B O O T  Y O U R  S T R AT E G Y :  R E I N V E N T I N G  T H E  B U S I N E S S

automobile manufacturers. They enabled Alibaba 

to create Alipay and Tencent to create WeChat Pay, 

which are now hugely popular payment systems in 

China and many parts of Asia. That, in turn, pro-

duced a sea change for financial services companies 

that traditionally would be unaffected by develop-

ments in the social media and e-commerce sectors.

Proactive scanning is critical if executives are to 

develop an intuition for what’s on the horizon, 

whether it is a boon to business or potentially men-

acing. Change, when it comes, doesn’t trouble itself 

with the boundaries of industries or nations. 

STAGE 2: Battlefield
1. Launch the scenario. At the first meeting of the 

PEG, the facilitator presents each team with a sce-

nario to ignite discussion: Newco — an aggressive 

behemoth with unlimited resources in terms of 

capital, tech, and regulatory influence — has the 

team’s company in its sights. Newco intends to de-

stroy the organization and then, if it’s still hungry, 

the whole surrounding industry. 

2. Think like your enemy. It’s here that PEG 

members must imagine themselves in their com-

petitors’ shoes. How will Newco take them down? 

What would be the most devastating combination 

of, say, leading-edge tech and established business 

strategy? The PEG’s work in stage 1 has prepared 

everyone for this debate. What would truly leave 

their company for dead? The suggestions should 

be wild and unexpected — and deviate radically 

from the organizational status quo. Whatever the 

team believes to be the wiliest plan, or combina-

tion of plans, is adopted. 

It can take anywhere from three to seven hours to 

define the takedown plan and write it down for future 

reference. What the teams come up with is often in-

spired. In one of our workshops, a senior vice president 

for a global hardware manufacturer helped dream up a 

speculative technology that would decimate his com-

pany: a Google Chromebook-like smartphone with an 

entirely cloud-based operating system, for which the 

physical device would be a mere carrier. The product 

was entirely imaginary but believable. With the ad-

vent of such a device, the hardware company’s 

competitive edge — its hard-won technical expertise 

and supplier and customer relationships — would be 

wiped away, leaving only cumbersome and costly 

physical processes. Its business model would be 

placed in existential danger, almost overnight.

Another workshop included a man we’ll call 

Trevor, who was the CEO of a Canadian agricultural 

commodities company focused on grains. Despite 

the success of his company, Trevor was fixated on a 

confluence of potential dangers, such as growing 

GUIDING AN EFFECTIVE 
PHOENIX ENCOUNTER 
GROUP
For ideas to flow freely, each session must be  
a psychologically safe space, which can be  
difficult at an organization heavy on hierarchy. 
Inevitably, the tone is set by the CEO. The most 
effective leaders will make the PEGs politics-
free zones where people can genuinely speak 
their minds — possibly for the first time. The 
usual power relations should be left outside the 
door, along with cellphones. Facilitators, partic-
ularly if they are from senior management, 
should act as objective arbiters, not generals  
ordering troops around. Most important: In the 
initial stages of the Phoenix Encounter Method, 
ideas must be accepted without judgment. It 
often helps if a group begins by brainstorming 
some phrases that should be banned from the 
exercise. Things like: 

“The problem with that is…”  

“But we’ve tried this before.” 

“This sounds too alien.” 

“That doesn’t make sense.” 

Without a truly free exchange, the most 
radical suggestions — which might be the 
very ones a company needs for long-term  
survival — will go unspoken. 

Emotions can run high during Phoenix  
Encounters, particularly when teammates are 
conjuring a devastating attack on their own 
company. Seeing an organization they have 
worked devotedly for crumble — even in a  
hypothetical scenario — can understandably 
be upsetting. We have seen exasperation and 
frustration, excitement and bloodthirstiness, 
alarm and panic, shame and fear, love and 
grief, and more. Facilitators should prepare 
themselves and their teams for the possibility 
of disruptive emotions. They should remind 
participants that this is a simulation designed 
to fortify their company against very real 
threats — and that complacency is the  
most dangerous tactic of all.
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public unease about the meat industry, animal rights 

activism, and the global spread of African swine 

fever. Along with his PEG, he marshaled an attack 

straight out of his worst nightmares: Newco would 

capitalize on socially conscious consumers by 

delivering food products customized to fulfill their 

sustainability and personal wellness goals. It would 

adhere to the principles of a circular economy, with 

end-to-end sourcing — and its advocacy arm would 

use social media to hammer Trevor and his fellow 

multinational incumbents for their dependency on 

sourcing from far-flung suppliers. To give customers 

locally sourced alternatives, Newco would even  

acquire Trevor’s suppliers. The attack was no less 

startling for the fact that Trevor had helped conceive 

of it himself. By collaborating with teammates from 

different backgrounds, he saw how quickly a bold 

competitor could push his company to extinction. 

Emotions can run high in this phase, even if 

everyone has examined their mindsets ahead of time. 

(See “Guiding an Effective Phoenix Encounter 

Group.”) But the work done here can save a company. 

3. Develop a defense. After the PEG’s company 

has been leveled, each team must come up with a 

commensurate plan to rebuild. This requires a tran-

sition in thinking that we call turning the wheel — a 

mindset shift from destruction to rebirth. In our ex-

perience, this phase can last anywhere from four to 

eight hours. Radical ideation — and the debate 

between those with utterly opposing viewpoints —  

comes back into play now, as team members search 

for new strategies that will not just help them pre-

empt Newco’s attack but also stand the test of time.

Trevor’s team devised a plan that would unfold in 

three parts. In the short term, his company would 

beat Newco to the punch by inviting local farmers to 

be partial owners of the enterprise. Over the medium 

term, the company would work closely with those 

farmers to develop new proprietary business models 

for the optimal use of land in terms of sustainability 

and profitability. In the long term, Trevor and his 

team would transform their organization from a 

mainstream agricultural company into a food com-

pany in touch with current trends. Rather than 

striving to merely improve their previous business 

model, which was based entirely around delivering in 

bulk, they would pivot to a more niche market space 

with the help of trusted partners. 

STAGE 3: Breakthrough
1. Make a blueprint for the future. The battlefield 

stage can be cathartic and inspire real camaraderie 

among executives who, by virtue of their differing 

roles, have never truly partnered before. But as the 

PEG disbands and team members return to their 

normal routines, they will find that the gravitational 

pull of the old ways of doing business is strong. 

Without concentrated follow-up, the lessons of the 

first two stages may be forgotten and momentum lost. 

We advise teams to prepare what we call a future- 

facing blueprint immediately after finalizing their 

defensive strategies. The document should describe 

the reimagined business model and include an up-

dated SWOT analysis. (The latter is likely to be 

starkly, almost comically, different from the one 

that the team completed in stage 1.) But the blue-

print should also address key details: What is the 

new value proposition for various stakeholders? 

What are the most important action items in the 

short, medium, and long terms? How can internal 

stakeholders at large be brought on board and en-

ergized the way the PEG has been?

2. Embed the Phoenix DNA. If there’s a danger 

of executives sinking back into the status quo, 

there’s also a danger that — fired up from the  

sessions — they will attempt to change too much 

too quickly. That’s a recipe for burnout. We suggest 

that they focus on the plan for the first 100 days and  

select three significant action items from their  

new blueprint. These might include engaging 

Proactive scanning is critical if executives are to develop an 
intuition for what’s on the horizon, whether it is a boon to  
business or potentially menacing. Change doesn’t trouble  
itself with the boundaries of industries or nations.
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stakeholders, earmarking resources, initiating pilot 

projects, or analyzing aspects of the company at a 

more granular level than was possible during the 

sessions. After that, they can take more decisive  

actions, such as acquiring new partners or compe-

tencies, monitoring progress, and revamping 

organizational culture.

We worked with an Eastern European supplier of 

household appliances and farming equipment — 

let’s call it Dvorak — that had created a financial 

services arm. In the first two phases of Dvorak’s 

Phoenix Encounter, the PEG envisioned an Alibaba-

like Newco that partnered with local insurance 

companies and banks to offer a suite of new-to- 

market financial products (think digital microloans 

with innovative, customer-friendly incentives, such 

as cash prizes for early payments). Newco would  

exploit the split in Dvorak’s business between engi-

neering and financial services to foment dissent 

among the shareholders and would poach younger, 

tech-savvy employees who felt stifled by Dvorak’s  

senior management.

How did Dvorak respond to the sudden threat? It 

reinvented itself as a physical/digital one-stop shop 

for all the financial demands, both professional and 

personal, of rural households. To make this enor-

mous task tangible, Dvorak prepared a blueprint 

with specific goals, which included constructing an 

engine for analyzing consumer insights, developing 

more fine-grained approaches to consumer data 

collection and segmentation, and totally automat-

ing core tasks (such as data input, processing, and 

recommendations). The organization also resolved 

to wage a zero-tolerance assault on internal silos to 

boost customer-centricity.

Dvorak’s response was sweeping and inspired. 

The company did the two most crucial things that 

any legacy organization can do when it’s looking to 

remake itself for the new world order: It fortified its 

core business, and it identified the actors, actions, 

and activities that would enable it to face the future 

from a position of strength.

Of course, like other entities, companies are not 

always free to execute change on their own timeta-

bles. A Phoenix Encounter we led not long ago 

brought that fact home vividly. Amy had been 

tapped to become CEO of a large British private 

hospital and retirement care business that we’ll call 

Horcomp PLC. Only a few weeks after Amy returned 

from her Phoenix Encounter, however, Horcomp’s 

chairman informed her that an activist investor was 

advocating for radical changes that eerily echoed the 

scenario she had just been workshopping. Her 

worst-case scenario had sprung to life. 

Knowing she had to accelerate her long-term 

plan, Amy convened an in-house PEG within the 

senior leadership team and wisely persuaded the 

retiring CEO not to take part. The team brainstormed 

ways to ramp up Horcomp’s technological capacities 

through rapid, iterative steps. Within one year, 

Horcomp had built a pilot ecosystem for providing 

whole-of-life care, with the help of a digital partner. 

The pilot projects included patient-monitoring 

systems, health care apps created in tandem with 

Apple, and technology that allowed users to easily 

access support services and connect with other 

patients and families. Taken together, the new 

programs not only produced service improvements 

but also reduced costs by 10% and helped increase 

talent retention across the company.

Accelerating the Destruction
As they seek to recover from the growth and oppor-

tunities lost to the COVID-19 pandemic, a great 

many organizations are focused on trying to claw 

their way back to “normal” business operations. We 

think that strategy is entirely misguided. Instead of 

attempting to preserve what worked in the past, 

leaders should lean in to the inevitability of large-

scale disruption and brainstorm radical solutions. 

The future may be highly uncertain, but it is com-

ing no matter what.
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