
Lessons from banking to 
improve risk and compliance 
and speed up digital  
transformations
Banks are beginning to put in place a new approach to risk and compliance 
that accelerates their digital transformations and improves outcomes.

June 2021

©/Getty Images

by Jim Boehm, Jan Shelly Brown, Lama Sabbagh, and Karim Thomas



A midsize bank wanted to go completely cloud 
native: modern core-technology architecture, agile, 
and DevSecOps. It moved aggressively, recruiting 
top engineering talent and automating many 
controls. However, it quickly realized that it needed 
to bring its risk and security functions along on the 
transformation journey. These control teams were 
still using traditional risk-and-security management 
practices in the new operating model and couldn’t 
keep up with the new, faster ways of working. As a 
result, the company’s regulatory-examination team 
found deficiencies in its control partners’ ability 
to provide credible challenge, and the need for 
remediation ultimately delayed the release by about 
five months.

Unfortunately, this situation is all too familiar in many 
sectors when companies undertake large-scale 
digital transformations. In many cases, they focus 
initially on how to be more digital—move at speed, 
use data to make decisions, respond rapidly, and so 
on—and only later think about risk and compliance. 
At a small scale, this is fine because companies can 
muscle through issues on an exception basis. But 

as companies scale from ten agile teams to 40 or 
more, that ad hoc approach breaks down. 

This is particularly worrisome because 60 percent 
of companies we analyzed still have only ten or 
fewer working agile teams in operation, and only 
14 percent have more than 35 (Exhibit 1). To scale 
their transformations, they will need systems 
in place that can provide necessary leverage 
and support to agile teams, particularly for 
control functions such as risk, compliance, legal, 
cybersecurity, and safety. While banking has 
been at the forefront of these issues due to the 
highly regulated nature of the sector, the issues 
are similar and relevant in other industries as well.

New pressures on risk and 
compliance 
In our experience, many companies have 
accepted the notion of “risk by design,” 
where the risk function is embedded into the 
development process. The issue, however, is 
that few know what the risk issues are or how to 

Exhibit 1 
Most companies are in the early stages of moving to agile, with plans to  
transition one to ten teams in the next three years.
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systematically approach them (see sidebar, “Types 
of transformation risk”). In fact, our research on 
100 C-suite leaders and business-unit heads 
from companies across industries and around the 
globe found that almost half of them had difficulty 
understanding the risks generated by digital and 
analytics transformations—by far the top risk-
management pain point.

Even when companies do appreciate the 
importance of managing risk correctly, their 
efforts are often on a surface level, such as 
setting up forums between first- and second-line 
risk, taking a limited set of risk actions within a 
single organizational silo, or adopting a few agile 
ceremonies, such as stand-ups. Risk teams 
sometimes try to force-fit traditional practices 
into the transformation framework and, as a result, 
simply can’t keep pace with agile development 
teams, leading to further tech and regulatory debt. 

The price for not keeping up will just keep rising in 
the form of significant delays, regulatory scrutiny 
when companies are unable to provide credible 
challenge in the new environment, or (worst of all) 
risk failures and large penalties. A revenue boost of 
$200 million generated by a digital transformation 

doesn’t mean much if a company is fined  
$300 million in related risk-violation penalties. 
Simply put, companies need to actively account  
for risk in their digital transformations or they  
may destroy the value that digital creates.

Avoiding these costly breakdowns during a digital 
transformation requires a fundamental change in 
the risk-and-compliance function at an enterprise 
level. In particular, we’ve found that the best 
companies establish active collaboration between 
risk, security, IT, and the business units. They have 
a comprehensive understanding of the changes 
needed at the operating-model, technology, and 
culture levels, and a coordinated approach to the 
actions to take and in what order. Our analysis 
shows that the most successful companies 
significantly outstrip their peers in a few specific 
actions, including retraining personnel, automating 
processes, and using new tools.¹

Companies that make this enterprise-level shift 
see significant benefits. Not only do they avoid 
fines and breaches; they are also able to accelerate 
the pace of their digital transformations and 
improve customer experience. We’ve also found 
that remediating risk-function defects through 

1 Pension Markets in Focus 2016, Organisation for Economic  
Co-operation and Development, oecd.org.

2 Investment & Pensions Europe, August 2017.

Types of transformation risk

There are about 15 risk categories that companies need to account for. Here are a few of them:

 — technology and cybersecurity (such as system stability or unauthorized access to systems)

 — privacy (gaining customers’ consent to use their data)

 — credit (for example, which offers are automatically pushed out to customers)

 — legal (failure to meet differing jurisdictional requirements in digital channels)

 — reputational (customer experiences that negatively impact customer satisfaction) 

1 Jim Boehm and Joy Smith, “Derisking digital and analytics transformations,” January 2021, McKinsey.com.
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better governance and management earlier in tech 
delivery can reduce remediation costs by about 10 
percent, while embedding tech-risk management 
in technology delivery can reduce defects by 50 
percent. One financial institution was able to reduce 
overhead by 85 percent by embedding technology-
risk nonfunctional requirements (NFR) in Jira 
backlogs, and it was able to deploy new code 90 
percent faster by embedding security checks into 
agile sprints rather than requiring stage-gate review.

Six concrete actions 
We have found that successful risk-and-compliance 
functions focus on six coordinated actions during 
digital transformations (Exhibit 2). That point about 
coordination bears emphasis. Leaders we’ve spoken 
to have often made progress on one or two of these 
actions, but rarely more than that, with the result 
that risk-and-compliance efforts continue to fall 
short of where a “digital-first” business needs them 
to be. Successfully implementing these six actions 

requires leaders and teams in security, risk, IT, and 
the business unit to work together. Embedding more 
risk decision making with the front lines, for example, 
can’t happen unless the corresponding business 
unit commits to training its people on risk. 

1. Increase risk ownership at the first line of 
defense
For risk management to be more than an 
afterthought, agile teams working on the front 
lines need to own it and be accountable for it. That 
requires sufficient tools and training (see more in 
actions 3 and 6), of course, but the key point is that 
teams on the front lines have to be given specific 
decision rights and encouraged to focus on risk 
from the very beginning. This helps to avoid the “not-
my-job” mindset that undermines risk efforts. 
 
Leadership must spend the time to be clear about 
management and oversight responsibilities, 
including governance, standards, guardrails, and 
risk taxonomy. At a large European bank, for 

Exhibit 2 
A holistic transformation is needed to enable agile risk management.A holistic transformation is needed to enable agile risk management.

De�ne and operationalize: Adopt a
team-centric risk operating model

Embed: Implement tech-enabled risk 
identi
cation and controls

Reinforce: Bridge the cultural divide

Embrace agile 
principles and 
ways of working 
to build and rein-
force a cross-
functional, risk-
enabled, end-to-
end enterprise-
technology and 
analytics 
operating model

Encourage early, 
organic, and 
proactive risk 
management; 
"shifting left" with 
control partners; 
early and contin-
uous engage-
ment, in terms of 
both remediation 
and teaching 
frontline teams to 
self-remediate

Modernize risk 
identi�cation via 
an attribute-
based product-
and model-level 
assessment that 
feeds product- 
management (eg, 
Jira) and reporting 
tools and 
capabilities via 
automation

Automate controls 
using DevSecOps/
MLOps tools and 
modern tech 
stacks via stan-
dardized templates, 
protocols, and rep-
licable business-
process automa-
tion, including 
telemetry for 
monitoring of per-
formance and drift

Enhance risk 
ownership by 
reinforcing with 
formal organi-
zational changes, 
mindset shifts, 
and incentives 
aligned with a 
focus on delivering 
impact

Solidify agile and 
risk-management 
capabilities 
through talent 
acquisition, 
management, and 
training, across 
technology, 
analytics, and 
control-partner 
teams

1 2 3 4 5 6
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example, increasing risk ownership at the first line of 
defense not only reduced the number and severity 
of risk issues but also significantly increased speed 
to market.

2. Identify and manage risk in a more agile way 
To rapidly identify and remediate risks, regular agile 
events (such as quarterly business reviews and 
release planning) should include risk discussions 
from the very beginning of the transformation, with 
clear roles defined for both the first and second 
lines of defense. This “shift left” approach does 
not destroy credible challenge; it just moves 
it earlier in the life cycle and gives regulators 
something concrete to measure against. Advanced 
organizations maintain a pool of experts with 
various risk profiles (operational, compliance, 
price, reputational, security, and so on) that can be 
embedded into working agile teams as needed. Risk 
assessments then happen in the regular flow of 
development (Exhibit 3). 
 

At one financial-services company, this approach 
not only helped to bring down the number of defects 
the products delivered but also streamlined the risk 
and governance processes, reducing the number of 
governance review groups from 33 to seven.

 3. Modernize risk identification
Our analysis indicates that, although 75 percent 
of companies have not adequately assessed their 
digital-transformation risks, those that have done 
so have experienced a 75 percent increase in 
risk understanding. While this may seem obvious, 
in practice companies rarely do it at sufficient 
granularity. Top companies adopt a thorough 
risk taxonomy and implement an integrated and 
comprehensive risk assessment that covers all 
digital and analytics risk areas, such as third party, 
people and capabilities, audit and compliance, and 
change risk/overspend (Exhibit 4). This effort helps 
to identify and monitor risk and develop mitigation 
activities. 
 

Exhibit 2 
A holistic transformation is needed to enable agile risk management.

Exhibit 3 
Risk assessments are conducted iteratively as part of the agile operating cadence.
Risk assessments are conducted iteratively as part of the agile operating 
cadence.

1st line of
defense

2nd line of
defense

Product road 
map planning

Quarterly business 
review (QBR)

Release 
planning

Sprint planning 
and sprinting

Release review 
and deployment

Complete initial risk 
assessment to 
identify risks and 
relevant risk 
subject-matter 
experts

Re�ne risk 
assessment and 
update risk-rating 
dashboard to be 
reviewed in QBR

Create mitigation 
activities in 
collaboration with 
product owner and 
risk subject-matter 
experts and 
include in team 
backlog

Work with product 
owner to ensure 
assigned risk-
mitigation user 
stories are executed, 
and update risk 
ratings to re�ect 
new status

Provide evidence to 
demonstrate that 
risks are 
appropriately 
mitigated and 
present risk-rating 
dashboard

Review and validate 
initially completed 
risk assessment
Set risk-acceptance
thresholds, ideally 
linked to risk 
appetite

Provide risk 
approval during 
QBR against 
organization’s risk-
acceptance 
thresholds

Con�rm that 
product is fully 
within risk-
acceptance 
thresholds (or has 
approved 
exceptions) prior 
to releases

Track mitigation, 
risk rating, and 
requested 
exceptions to risk- 
acceptance 
thresholds

Participate in 
release reviews to 
con�rm risks have 
been identi�ed and 
mitigated 
appropriately by 
product owner, risk 
generalist, and 
subject-matter 
experts

Quarterly Every release

Example
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Exhibit 4
Product- and model-level risk identification across a wide swath of digital and 
analytics risk areas enables holistic mitigation.
Product- and model-level risk identication across a wide swath of digital and 
analytics risk areas enables holistic mitigation.

Value assurance
• Clear objectives
• Stakeholder 
   alignment
• Executive/project 
   sponsor support
• Clear under-
   standing of 
   bene�ts and value
• Experienced and 
   cross-disciplinary 
   team

Data
• Usage risk
• Fit for purpose
• Third party 
• Data-access risk 
• Retention 
• Movement
• Accuracy
• Validity 
• Completeness 
• Comprehensiveness
• Timeliness

• Consistency
• Uniqueness
• Availability
• Loss
• Capacity
• Policies and 
   procedures to
   protect PII and other 
   privacy data
• Handling of data-
   breach incidents

ML/AI model
• Privacy 
• Security 
• Safety 
• Transparency 
• Bias/fairness 
• Performance 
• Third party 
• Accountability

Cybersecurity
• Loss of 
   con�dentiality
• Loss of integrity
• Loss of availability 
• Loss of safety

People and 
capabilities
• Sourcing 
• Location mix
• Security 
   reinforcement
• Mandatory 
   training 
• Competence 
• Curriculum 
   tiering

Audit and 
compliance
• Delivery
• O�ce of the 
   comptroller of 
   the currency 
   (OCC)
• Requirements
• Managing the 
   uncertainty

IT operations and 
service delivery
• Data leakage 
• Information media
• Unlicensed software 
   or unsupported 
   versions of legal 
   software
• Bring your own 
   device (BYOD)
• Technology stability 
• Change 
   management 
• Change impact 
   assessment 
• IT infrastructure
• People and talent 
• People and morale 
• Privacy compliance 
• Third party

Cloud adoption for 
digital non-native
• Reduced 
   visibility and 
   control
• Simpli�ed 
  unauthorized use
• Management 
   of API vulner-
   abilities
• Multitenancy

Quality
• Incomplete 
   validation
• High number of 
   test builds
• Insu�cient 
   regression
• Dependency 
   management

Financial 
overspend
• Inaccurate 
   cost 
   estimation
• Cost overruns

Primary risk area
Value assurance
Data
ML/AI model
Cybersecurity
People and capabilities
Audit and compliance
IT operations and service delivery 
Cloud adoption
Quality
Financial overspend 
Total average

Overall score
3.1
2.9
2.9
2.8
2.9
4.1
2.7
3.1
2.6
3.9
3.1

World-class >4 to 5 
Low risk >3 to 4 
Some risk >2 to 3
High risk 1 to 2

Illustrative

Risk levels
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Our analysis further revealed that companies with 
the most mature risk practices manage risks in 
a single place so they can more easily track and 
address them. We have found that advanced 
organizations are also increasingly using automated 
risk-assessment tools on every new feature or user 
story. These help product owners review the risks 
associated with new features right from the start of 
the development process. They also use quarterly 
business reviews (QBRs) to anticipate risks and 
work through how to address them.

4. Automate controls
Top companies automate not only risk controls 
but also their monitoring and testing (for example, 
compliance as code) to ensure that risk-related 

requirements are being met. Controls such as 
distribution of duties, code reviews, and application 
security testing (Exhibit 5) can also be automated 
and embedded within the existing continuous-
integration and continuous-deployment (CI/CD) 
flow. Many companies run into issues during the 
automation process because the technology 
and risk organizations don’t have a clear view of 
priorities. Consequently, the automation process 
is haphazard or generates only the limited value of 
simplifying the legacy processes. Organizations 
that successfully automate the risk function, on 
the other hand, prioritize the technology backlogs 
that address material risk areas as well as speed to 
market. 

Exhibit 5 
Tech-enabling control activities improve risk mitigation, speed, and automated 
control interrogation.
Tech-enabling control activities improve risk mitigation, speed, and 
automated control interrogation.

Security controls

Technology controls

Design Code Build Test Package Deploy Operate

Security
policies and

access controls
are part of

the pipeline

Automatic code
reviews and

bugs/defects
detection

Automated
build process
with controlled
access to the
build pipeline

Functional tests,
static analysis, 

and vulnerability
scanning

Automated
penetration tests

and checks
against client’s

risk-control
framework

Automated
smoke tests,

reliability checks,
and gradual

tra�c rerouting

Production
monitoring,

scanning, and
threat detection

DevOps pipeline
provisioned only

after initial
risk checklist is

completed

Real-time
feedback from

tools to help
developers

upskill

No developer
access to binary

artifacts

Open-source
scans to check
licensing and

known
vulnerabilities

Access-based
deployment
strategies

from restricted
binary repository

Deployments
must be

approved by
product owner

from the
business

Developers
have read-only

access to
production

environment

Stories must
meet de nition

of ready and
be moved by

product owner

Peer-review
stage gates
built into pull

requests

No direct
commits to

release branch

Automated
regression

tests on
each change

Automated
restore/rollback

process

Automated
deployment
scripts for
no-touch
deploys

Automated
metrics

collection

Illustrative
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5. Invest in shifting mindsets
Even when the risk function and other teams 
work together, they can still butt heads. Risk 
experts block business initiatives because their 
risk controls are insufficient, for example, while 
the business regards risk control as a source 
of constant delays. That needs to change. Risk 
needs to be part of everyone’s job. One area 
that companies tend to overlook in this regard is 
the value of having the second line of defense—
typically, risk subject-matter experts—more 
closely involved in daily team activities so that they 
can participate more in finding solutions rather 
than just challenging risk (still maintaining their 
objectivity, of course).  
 
While training (see action 6) and clear roles 
and responsibilities help, one of the most 
effective ways to effect mindset shifts is by 
building risk-related objectives and key results 
(OKRs), such as open remediation activities 
and time to remediation, into performance 
management. These metrics have an even 
greater effect on mindsets when product owners 
have accountability for them; some companies 
even have them specifically sign and certify the 
scorecards. 

6. Upskill and manage talent
While plenty of transformation funding goes to 
engineering and development, risk—particularly 
the second line of defense—rarely sees much of 
it. That neglect hamstrings the risk function and 
ultimately undermines the digital transformation 
itself. Building up a solid, digital-ready risk-and-
compliance function requires investment in new 
hires and in upskilling existing talent. Acquiring 
the kind of talent that can balance risk and digital 
requires some creativity.  
 
One US bank, for example, decided to hire 
former top tech architects and train them on risk. 
Upskilling people requires a clear understanding 
of the specific risk-control skills for which they 
need training and well-developed programs 
(for example, to train the trainers) to scale the 
training across the organization. A financial-
services organization trained its product owners 
(the second line) to incorporate risk controls and 

processes into the team backlog. These people 
then became trainers and helped the first-line 
teams adopt key risk-management practices 
(such as version control and security checks) in 
their development process.

A successful transformation, risk 
controls included
A US bank realized it needed to become more 
digital, so it launched an enterprise-wide agile 
transformation across its business and technology 
functions. As leadership was creating the 
transformation blueprint, however, they spotted 
a big problem: the risk-control team wouldn’t 
be able to keep up with the increased flow of 
products that the new agile teams would generate. 
So they pulled in a senior product owner from the 
second line to partner with the transformation 
team to reengineer risk processes to not only 
enable the transformation but also strengthen the 
business’s overall risk posture.

One of the areas addressed was governance, 
which typically required more than 30 meetings 
to get the various approvals needed for each 
product. The team noticed that, in many of 
these meetings, the product team was asked 
the same questions, so they eliminated the 
meetings that were redundant. They also 
assigned a point person from risk to work 
with the product teams to identity risks, make 
remediation recommendations, and make sure 
risk was prioritized in the backlogs. Providing a 
single point of contact also greatly clarified who 
had risk responsibility, a big issue before, when 
there sometimes were as many as 40 to 60 
stakeholders for a given product but no certainty 
about who was actually in charge.

To help manage the program, the transformation 
team deployed tools to reconfigure workflows so 
that they could be integrated with backlog tools 
such as Jira. These helped to clearly identify what 
risks needed to be addressed, who would address 
them, and when. As a result, everyone knew what 
to do, and the product owner had a single view 
into where progress was (or was not) being made.
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To ensure that this process worked, the 
transformation team invested significant time in 
training. They trained people on the risk team on 
how to work in agile teams, how the new operating 
model worked, and what the benefits of the new 
system were. They trained product teams on how 
to identify and remediate risk. The key point of this 
program, in addition to providing a basic theoretical 
explanation about how to address risk, was that it 
paired each product owner with a risk person for 
on-the-job training in which they worked closely 
together on real projects to address risk issues 
rapidly and effectively. The product owners could 
then help their own teams understand and address 
risk issues as well.

As a result of this approach, the bank’s risk-approval 
timeline was reduced from roughly 180 days to 
around 40, while controls automation reduced the 
number of required artifacts by about 40 percent.

The days of “build it now and manage the risk later” 
are over. Risk is too important, not just for banks, 
but for any company that wants to become more 
digital. By taking a more comprehensive approach 
that treats risk as an enterprise-level issue, 
companies can not only avoid the fallout from poor 
risk practices but actually accelerate their digital 
transformations.
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